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PROJECT NAME

   
   
  
I  have read the clause regarding restriction on procurement from a bidder of a 
country which shares a land border with India. I hereby certify that  Company 
name, is not from such a country and is eligible to be 
considered. 
          
Thanking You, 
         
Yours faithfully, 
  
(Company director seal and signature) (COMPANY SEAL AND SIGNATURE)

3. BHEL mail reference: 

PACKAGE NAME
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Guidelines for Remote Inspection of PEM BOIs 

1) OBJECTIVE: 

To lay down the procedure for carrying out Remote Inspection of Bought-out Items (BOIs) for PEM suppliers 
wherever applicable. 

2) SCOPE: 

It will cover suppliers for packages of PEM BOIs for various project requirements. 

Invitation is sent to the suppliers for remote inspection on applications like MS Teams, Webex, etc. by BHEL. 

3) MINIMUM REQUIREMENTS AT SUPPLIER’S WORKS: 

i. Uninterrupted internet services 

ii. Good internet bandwidth (Min 100 Mbps) 

iii. Good resolution camera (2 nos) – one preferably CCTV (static at one place) and one hand hold (moving) 

iv. Smart phone with minimum 8MPi camera front and back both with optical zoom facility suitable for using 
web applications like Webex, MicroSoft (MS) Teams, etc. 

v. Computer  and Scanner with good resolution 

vi. Digital signatures of supplier’s Quality Engineer 

vii. Availability of web applications like Webex, MicroSoft (MS) Teams, as required. 

viii. All Test certificates, internal test reports, calibration reports, etc. for the items offered for inspection. 

ix. Availability of the above to be submitted to BHEL two  days in advance before inspection. 

x. Dedicated team from supplier side for facilitating inspection requirements. 

xi. For ensuring proper visibility, the suggested Portable lighting sources (torch/ electric LED bulb of 
minimum 15 W) with no glare is to be ensured at offered job, location for remote inspection/testing. This 
is  to be verified before start of the inspection. 

xii. The GPS location co-ordinates or any method to locate inspection location shall be captured indicating 
the location of the Vendor-Premises of remote inspection/testing. 

4) MINIMUM REQUIREMENTS AT BHEL and CUSTOMER LOCATION  : 

i. Uninterrupted internet services 

ii. Suitable internet bandwidth 

iii. Digital signatures wherever required. 

iv. Availability of web applications like Webex, MS Teams, etc. as required. 

v. Clearance from customer for conducting remote inspection 

5) PROCEDURE: 
 

i. Supplier will raise the inspection call in BHEL - CQIR portal. 
 

ii. Supplier shall ensure availability of  minimum requirements at supplier’s works as mentioned above at 

point 3.   
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iii. Before starting the inspection, the supplier shall submit the documents (TCs, internal test reports and 
calibration certificates  as per approved QAP) two days before the date of inspection for review by BHEL 
and supplier shall coordinate with BHEL and if found satisfactory, inspection shall be considered for 
remote.  

iv. Prior to commencement of remote inspection a pre inspection meeting shall be organised by BHEL 
inspector with supplier to ascertain the readiness for remote inspection. 

6) During inspection, supplier shall share the location on Google maps for verifying the address of the manufacturer. 
Location may be captured by BHEL as screenshot. 

i. Inspection shall be on the basis of approved Quality Plans and associated reference documents 
mentioned.  

ii. For witnessing inspection, supplier shall bring the mobile video camera near to the surface of the 
equipment or as per requirement of the inspector for clarity in viewing the test/ equipment which shall be 
the responsibility of supplier. Supplier shall ensure that proper lighting in available during live video 
streaming. 

iii. Before start of the inspection, inspector shall ensure that all instruments shall have valid calibration report. 
Supplier shall ensure use of digital instruments preferably for inspection to the extent possible. 

iv. Details of suppliers’s dedicated team handling the remote inspection shall also be incorporated in the 
CQIR. 

v. All details of inspection/ testing referred documents shall be mentioned in the CQIR. Recording of remote 
inspection shall be maintained by the BHEL inspector and this recording (unedited) shall be maintained at 
BHEL system for a minimum period of 3 years or till the warranty period whichever is later. 

vi. PEM (Engineering) shall accord final technical clearance, in case of any deviation in inspected item 
noticed during inspection. 

vii. Inspection shall be conducted by PEM-Q&BE assigned inspector along with PEM-Engg (if required). 
CQIR shall be prepared and maintained by PEM-Q&BE. 

viii. PG will issue MDCC on the basis of acceptance of inspected items along with accepted packing 
photographs  as per contract provisions. 

 

7) UNDERTAKING BY VENDOR: Material inspected through remote inspections is meeting all technical 
requirements of BHEL.  In case of any discrepancy from the above procedure/ material inspected, if found later, 
vendor will replace the materials without any cost implication to BHEL. 
 

8)  Vendor shall provide the signed and stamped of the above guidelines to BHEL as a token of acceptance. 
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No.25-l l/6/2018-PG
Government of lndia

Ministry of Power
Shram Shakti Bhawan, Rafi Marg, New Delhi - 1'10001

Tele Fax: Ol l.-23730264

Dated 0210712020

ORDER

Power Supply System is a sensitive and critical infrastructure that supports not only our
national defence, vital emergency services including health, disaster response, critical
national infrastructure including classified data & communication services, defence installations
and manufacturing establishments, logistics services but also the entire economy and the day-to-
day life of the citizens of the country. Any danger or threat to Power Supply system can have
catastrophic effects and has the potential to cripple the entire country. Therefore, the Power Sector
is a strategic and critical sector.

The vulnerabilities in the Power Supply System & Network mainly arise out of the
possibilities of cyber attacks through malware / Trojans etc. embedded in imported equipment.
Hence, to protect the security, integrity and reliability of the strategically important and
critical Power Supply System & Network in the country, the following directions are hereby
issued:-

(1)All equipment, components, and parts imported for use in the power Supply System and
Network shall be tested in the country to check for any kind of embedded malware/trojans/cyber
threat and for adherence to Indian Standards.

(2) All such testings shall be done in certified laboratories that will be designated by the
Ministry of Power (MoP).

(3) Any import of equipmenucomponents/parts from "prior reference" countries as specified
or by persons owned by, controlled by, or subject to the jurisdiction or the directions of these "prior
reference" countries will require prior permission of the Government of lndia

(4) Where the equipmenUcomponents/parts are imported from "prior reference" countries,
with special permission, the protocol for testing in certified and designated laboratories shall be
approved by the Ministry of Power (MoP).

This order shall apply to any item imported for end use or to be used as a component, or as
a part in manufacturing, assembling of any equipment or to be used in power supply system or any
activity directly or indirectly related to power supply system.

This issues with the approval of Hon'ble Minister of State for Power and New & Renewable
Energy (lndependent Charge).

(Goutam Ghosh)
Director

Tel. 011-23716674

All Ministries/Departments of Government of lndia (As per list)
Secretary (Coordination),Cabinet Secretariat
Vice Chairman, NlTl Aayog
Comptroller and Auditor General of lndia
Chairperson, CEA
CMDs of CPSEs/Chairman of DVC & BBMB/MD, EESUDG,NpTt/DG,CpRyDG,BEE/
All ASs/JSs/EA, MoP

PS to Hon'ble PM, Prime Minister's Office
PS to Hon'ble MOS(IC) for Power and NRE
Sr. PPS to Secretary(Power)

To
1.

2.
3.
4.
5.
b.
7

copy:
1.
2.
3.
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